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摘要

電子郵件系統的回函機制是網際網路運作的標準之一，幾乎所有的電子郵件伺服器都支援這項機制。但是這項機制卻可能被惡意人士利用來作為電子郵件攻擊的跳板。利用大量電子郵件所產生之退信作為攻擊的工具，至今時有所聞。如何避免自己的郵件伺服器成為攻擊者利用的工具，此乃本文之目的。電子郵件的回函機制除了可能成為郵件攻擊的工具外，亦可用來驗証或探測郵件名單之有效性，垃圾郵件發送者可利用回函機制進行電子郵件名單的收集。本文除了探討如何避免成為郵件退信攻擊之工具之外，亦同時探討如何避免被惡意人士進行電子郵件名單之探測。除了在理論上的探討，本文亦輔以實務設定作參考，使得相關建置可以更容易地完成。
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Abstract

The DSN mechanism of e-mail system is the standard of the Internet operation. Today, all the e-mail servers have supported this mechanism. This mechanism has been used to attack the e-mail system by attackers. Besides, the huge bounce mail has become an attack tool. How to avoid becoming the attack tool of used e-mail server is the purpose of this paper. Furthermore, DSN mechanism of e-mail also has been used to verify or test the validity, spammer uses DSN mechanism to access the collection of e-mail list. In this paper, we propose a tool to audit the attack of bounce mail and the probing of e-mail list by attackers. The purpose of this paper shall obtain the theoretical research and practical setting in order to get the ideal implementation.
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